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Abstract 
The world is moving towards a time where more and more objects, like Internet of Things, will be connected in cyber-physical 
systems. These objects need excellent tools to collect information from sources in the surrounding environment. By using the 
wireless communication technologies of modern smartphones, such as Bluetooth, Near Field Communication, and Wi-Fi, a solid 
ground to transmit and receive information to and from various sources can be established. However, an obstacle communication 
protocols are needed to make the different devices transmit information. This paper presents a communication protocol for cyber-
physical systems using wireless technologies and cloud computing to facilitate information exchange between objects. By 
constructing a communication protocol and implementing a system on top of the protocol, users can exchange useful information 
with the help of a smartphone or other devices with similar functionalities in cyber-physical systems. The protocol should enable 
using services with ease, hiding the complex underlying structure and make interactions as natural as possible. 
 
© 2015 The Authors. Published by Elsevier B.V. 
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1. Introduction 
The world is moving towards a time where more and more objects, like Internet of Things, will be connected to 
cyber-physical systems (CPS) [1; 2]. The trend of using Internet of things is only going to continue, making, e.g., the 
smartphones excellent tools to help the population collect information from sources in the surrounding environment. 
In an environment where the objects transmit information, tools are needed to enable us to access it. By using the 
wireless communication features of modern smartphones, such as Bluetooth, Near Field Communication (NFC) and 
Wi-Fi, a solid ground to transmit and receive information to and from various sources can be established [3]. There 
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is, however, an obstacle with information transaction, namely the need for a communication protocol telling the 
different devices how to transmit the information, what data the transaction should contain and how to interpret any 
received data. This paper presents a communication protocol for cyber-physical systems based on NFC, Bluetooth 
and cloud computing making information flow as seamless as possible. By constructing a communication protocol, 
based on different communication technologies and implementing a system on top of the protocol, a user can 
exchange useful information with the help of a smartphone or any other device with similar functionalities.  
2. Cyber-Physical Systems and Infrastructure 
A cyber-physical system (CPS) [1; 2] is a system that connects the physical world with the digital, creating a link, 
which allows physical objects to provide information in a digital form. Although cyber-physical systems has been 
used since the early 1970’s when the first microprocessors started to emerge [4], it was not until 2006 that the actual 
term cyber-physical system was used to describe systems that connected the physical world with the digital [5]. 
Instead of just describing a computer system that consists of components and a microprocessor CPS has a much 
bigger meaning. It tries to encompass the whole process of designing a new type of system, from theoretical models, 
to realizing a finished product and then the incorporation of a new dimension where two different worlds are 
connected, with just one term. The research within the field of CPS is still in its infancy, and breakthroughs are to be 
expected in the near future.  
A requirement for implementing a cyber-physical system is that there is an infrastructure that supports it [6]. A 
device that possess the ability to make logical decisions based on a person’s individual preferences cannot retrieve 
any data from the surrounding environment if there are no data being transmitted. This fact imposes constraints on 
what kind of CPS that is currently feasible to implement. In order to create a new type of system that augments the 
environment, making it more accessible for the general population, there has to be significant investments in the 
infrastructure to support it.  
The current infrastructure does not, yet, support the development of ubiquitous CPS that can take advantage of 
available digital information since there are not enough devices that transmit the data. Currently, a person has to 
actively seek the information and perform operations to ensure their preference is met. To tackle this and make 
information, as well as individual choices, known to the surrounding environment there has to be devices that can 
interpret and transmit personalized data. When these kinds of devices are in place, an augmented reality where the 
environment adapts to meet individual needs is possible.  
In order to get to this reality there has to be some significant changes to the communication within the 
infrastructure, as well as how the environment responds to human presence [6]. A CPS has to be equipped with near 
field sensors and other devices within the Internet of Things, providing personalized and intelligent interactions with 
humans. It is important that the interaction seems natural, posing requirements on negotiation and decision-making 
between devices within the CPS to alleviate an ongoing intelligent conversation. The current data exchange between 
devices is rather simple and has to be more adapted in order to augment the capabilities of humans. A step on the 
way is, therefore, to implement communication protocols, providing detailed descriptions as to how a system should 
interact with external sources. These protocols should be used as core building blocks when designing a CPS, 
providing details regarding how to communicate with other systems. This way a large CPS can be constructed from 
a smaller subset, letting non-related systems exchange data to augment the environment in an individual manner for 
all humans. 
3. Communication protocols 
In order to get information transmitting devices to communicate, a formal language has to be specified. As with 
human communication it is very hard to have an understandable conversation if they speak different languages. This 
is why languages exist, to specify a set of rules, which allows for understandable communication. The same applies 
for hardware devices, they cannot communicate with each other in an understandable way if there are no set of rules 
defining how to interpret the information. This is where the definition of communication protocols come into play. 
They define the set of rules needed to get the communication working in an expected way. 
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3.1. Bluetooth and Pairing 
The Bluetooth technology [7] was developed by Ericsson in 1994 and has since been used by a wide variety of 
electronic devices to handle short-range wireless communication. The technology works by emitting radio waves 
and utilizes a frequency hopping technique. This allows for many Bluetooth devices to communicate in the same 
vicinity without interfering with each other. The range of Bluetooth communications varies depending on what 
hardware is used. The communication ranges from 1 meter up to 100 meters [7]. In ordinary smartphones, the range 
is about 10 meters unless there are walls or other objects between the devices. This class of hardware is operation 
using only 2.5mW of power, making it very energy efficient but with the drawback of limiting high-speed data 
transfer to about 1-3 Mb/s. There is however a Bluetooth high-speed technology in place which utilizes a separate 
high-speed antenna which can be activated when data intensive transfers are required, at the cost of energy 
efficiency. By utilizing this technology a theoretical maximum transfer rate of 24 Mb/s is possible [8].  
Before devices can start transmitting information between each other, a setup known as “pairing” is required. This 
setup is done by first having Bluetooth enabled on both devices. Then the devices should be able to locate each other 
if they are in range, making them visible in a list of nearby devices. One device then chooses to pair with the other, 
making the initial connection. Then, depending of the level of security you will either have a full connection or you 
might have to enter a passcode to verify that you are allowed to connect to the device. After this pairing process the 
devices can transmit information between each other and the connection can be saved so that if they connect again at 
a later point the whole pairing process can be done immediately. 
3.2. Near Field Communication 
Near Field Communication (NFC) [9], is another wireless communication technology that has become integrated 
in most modern smartphones. NFC is quite similar to Bluetooth in terms of communication, but there are several key 
differences. The most distinct difference is that NFC only works when devices are within about 20 cm of each other 
[10]. This is because NFC, just like RFID [11], uses magnetic induction to create a magnetic field, which allows 
passive components to transmit information to an active reader [10]. This only works if the active component 
provides the electricity to create a magnetic field that the coil in the passive component can utilize to induce a 
current to the system. The passive components (NFC tags) usually store up to 512 bytes of data, which might not 
seem as much, but it can be used for a wide range of applications. 
One thing making NFC superior in terms of user experience over Bluetooth is that there is no requirement of 
pairing. An authorized user can just take their NFC device and hold it close to another NFC device and the 
information can be transmitted instantly [12]. This is utilized in applications such as payment using a smartphone, 
where a user simply holds their phone to a terminal at the store and the transaction will occur [13]. It is also utilized 
to make Bluetooth pairing a seamless effort [12]. An NFC tag can hold the key for a Bluetooth connection, which 
then can be transmitted to an active device instantly. The device can then use this key to instantly connect to a 
Bluetooth device without going through the whole pairing process. This will be utilized in the communication 
protocol described in this paper to make the experience for the users as pleasurable as possible. 
4. Communication protocols for Cyber-Physical Systems 
There are several aspects when designing a communication protocol for a CPS that has to be taken into 
consideration. First of all, the hardware that enables communication between devices is required. There are already 
technologies in place that allows this, but when construction a CPS the number has to be limited to a few in order to 
create a more manageable system. When the hardware is in place, a protocol has to be implemented that allow a vast 
amount of different devices to communicate information with each other [14]. The main challenge is that systems 
have different languages and, in order to build a global system out of these subsystems, a standardized 
communication protocol has to be established. Also, before the construction of the protocol can begin there has to be 
a framework that outlines the different components and provide various levels of details. This framework should be 
the building block of the whole protocol and all of its content should be accounted for in the actual specification.  
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Some other important aspects in the protocol design are reliability [15] and security [16; 17]. For a large CPS the 
requirement on reliability is of great importance since if the system is not reliable it does not make sense to invest 
money into it. Say for example that someone wants to measure the humidity in the air within a certain area. This 
person could then buy sensors that measure the humidity and let them communicate with each other to come up with 
a good average. If then some of the sensors started to transmit faulty data because of some error in the data 
collection or from packet losses in the transmission the end result might be corrupted, which would defeat the whole 
point of having built the system. 
In terms of security, the communication protocol for a CPS can be broken down into different parts. At one level, 
the protection of transmitted information has to be tightly secured. A two-way communication should in most cases 
only be between two parts and no one else. On another level, the static information stored on devices has to be 
protected. As with any other system that contains non-public information there is need for protection in order for the 
information to not get into the wrong hands. Private data such as bank records and medical records are highly private 
and if it is incorporated into a system it is essential that the information is kept private. 
4.1. Communication  
The protocol consists of different hardware pieces equipped with wireless communication technologies and cloud 
computing. An example of how a general system should be designed and how the protocol binds the different parts 
together is shown in Figure 1. The communication will be initialized using NFC by having a user device request 
access to the system. The user device is equipped with a unique personal identifier, which will let the system know 
who requests access. Once the user is identified by the system a key for a Bluetooth connection will be transferred to 
the user device via NFC. The user device will then establish a Bluetooth connection to the system using the received 
key, allowing the user to freely move around while still being connected.  
 
 
Fig. 1. A general overview of the underlying structure of the protocol and the different communication paths. 
After having established a Bluetooth connection it is up to the user and system what kind of transactions should 
occur. Each user device is equipped with a personal cloud environment, which is used to store private data, like the 
MiniMe device, i.e., a copy of collected data and information about the user [6]. This cloud can only be accessed by 
the owner or by having explicit owner permission. The user cloud is used as a central hub of information between a 
user and the system as it contains personal data that can facilitate the interaction. The system can use the information 
in the user cloud to gain knowledge of a user and based on this determine what kind of services it can provide. The 
system will then interact with the user based on this information and other direct information provided by the user. 
All interaction between the system and a user is done via the established Bluetooth connection. 
The system itself also has its own cloud environment. This environment is used to store all information associated 
with the system and its users. In addition to being a storage unit it also handles more computationally heavy tasks. 
The local system server should not be required to manage all computation itself when there are cloud servers which 
have much more computational power. By utilizing the cloud for heavy computations the local system can be rather 
small in size, which will make implementation easier and save physical space. A key thing to notice with regards to 
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the cloud is that the system is able to gain access to the personal cloud of a user without the information going 
through the user device. This will make the user experience more pleasing since the system can utilize its wired 
Internet connection to acquire user information, which in most cases will be much faster than having the user device 
download the information and transfer it via Bluetooth to the system. 
4.2. Reliability and Quality of Service 
Since Bluetooth has a limited range of about 10 meters, the access point has to be placed strategically so that the 
communication can be conducted before the user is out of range. The point of the system is not to allow a user to 
have a continuous connection to the system wherever they are, but rather to establish a connection when some kind 
of communication transaction should occur. This could be a check-in at a facility, transfer of data to and from the 
system within a facility or other information transactions that only require a temporary connection. 
There is also another limitation to the Bluetooth system that could affect the reliability, namely interference from 
other devices. Since Bluetooth operates within a limited spectrum there can only be a total of 79 Bluetooth 
connections established within a certain area before two connections risk interfering with each other. This scenario is 
unlikely, but since an increasing amount of wearable technologies are utilizing Bluetooth nowadays it could happen. 
There are Bluetooth earphones, hands free smart watches and other devices that require a constant connection, which 
actually would compete with the Bluetooth connections established to the system. Therefore the protocol will allow 
for communication with the system to be conducted over NFC as well. If a key for a Bluetooth connection has been 
given to a user device and the user cannot utilize the connection because of interference the user can establish a 
connection to the NFC receiver once again to gain access to the system without using Bluetooth. This will require 
the user device to be in close proximity with the NFC receiver during the whole transaction, which will reflect 
negatively on the user experience. However, since this scenario is unlikely to occur it is only implemented as a 
safety net, guaranteeing a user access to the system no matter how crowded the Bluetooth spectrum is.  
In case of a malfunction in the Internet connectivity in the system the protocol requires offline data management. 
This means that the system should have a limited backup of key information that is required for the institution 
utilizing the system to operate. This also applies to the user device since a user should always be able to utilize the 
system, regardless of its Internet connectivity. This means that a copy of essential information should always be 
stored locally on the user device, which then can be used when cloud access is restricted. 
4.3. Security 
The system can be implemented in a vast variety of environments and therefore many of the security components 
have to be tailored for the situation. The focus of this research is general security specifications, which should serve 
as guidelines that cover most of the basic security requirements within the system.  
Starting with the initial connection to the system, which is done via NFC, the user will be required to provide an 
identity. The identity is stored locally on the user device and when prompted the user should scan their fingerprint 
(or provide other means of identification) to confirm that it is the device owner that is using the device. The 
identification information will then be transferred to the system which can match the information given against its 
database to establish if the user should be granted access or not. If the user is granted access a token, which 
represents the key for a Bluetooth connection will be transferred to the user device. All communication should of 
course be done over a secured channel, which should be established in the initial handshake, to prevent 
eavesdropping.  
The next part of the connection is when the user connects to the Bluetooth access point using the received token. 
In the initial handshake a secure channel should be established, which will encrypt all traffic between the user device 
and the access point. The data, which is transferred between the access point and the system server, should also be 
encrypted to prevent an intruder that gains access to the system network to interpret the information flow. The 
suggested security, i.e., when a user establishes a connection to the system, will vary from system to system. It can 
be seen that when a user device detects a NFC receiver it will make an initial, automatic, handshake to establish a 
connection. After this some security parameters is negotiated and these parameters will then be used to make a 
secure connection. The Bluetooth connection key can then safely be transferred to the user device. The user device 
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connects to the Bluetooth access point with the received key, establishing an initial connection. Then, some security 
parameters are negotiated, which is applied to make the connection secure. After this, the access point will negotiate 
connection parameters with the system to form a connection between the user device and the system. 
When it comes to stored data, in both the cloud and physical devices, everything non-public should be encrypted. 
Most cloud services offer to encrypt the data that is stored [18], which however is only viable as long as the data is 
stored on the cloud servers. When the data is transferred to a local machine the data will be unencrypted, which 
could be a security issue. By encrypting the data before it is stored in the cloud and storing the decryption key in the 
local device, the data is unreadable to anyone without access to the key.  
The recommendation for this protocol is that a user divides their files into categories and encrypts each category 
with its own key. The encrypted files are then stored in the personal cloud while the decryption keys are stored on 
the local device. When a system request access to certain files from a personal cloud the user device can transfer the 
decryption key for those files, grating the user power to decide which files the system should be allowed to access. 
The files, belonging to the system itself, should also be encrypted. Only the local backup of the cloud data stored in 
the cloud, which is used when the Internet connection is down, is required to be encrypted. The data stored in the 
cloud should not require additional encryption other than the one provided by the cloud service. This is because most 
of the data management should be done within the cloud, which requires the data to be unencrypted. Data that is 
transferred out of the cloud and to the local server could require encryption depending on its sensitivity, but that 
should be decided case by case. User data that had been modified by the system and stored back to the personal 
cloud of a user should be encrypted before it is transferred. The decryption key for the modified files should then be 
transferred to the user device using the secured Bluetooth channel.  
4.4. Communication and Connection Establishment 
For communication, basic communication paths should be implemented to utilize the described communication 
protocol. There are two main designs that will be described as they will cover the most basic suggested 
communication paths, other paths should be designed with the two main designs in mind. The main focus will be on 
how the information flow between the parts should be done.  
The first design will be regarding the connection establishment to the system. This design will be divided into two 
pieces, one describing the connection establishment from a user point of view and one from a system point of view. 
The purpose of dividing them into two separate pieces is to better provide information about how the connection is 
made from either side and how they individually could be tweaked if used for a system implementation.  
There are three main components when making a system connection from a user point of view: the user device 
(UD), the NFC receiver (NFC-r) and the Bluetooth access point (BAP), see Figure 2a below. The UD starts a session 
with the NFC-r by issuing a basic hello message. The NFC-r will then request the user for identification, which will 
make the UD prompt the user for an analog response. Depending on the capabilities of the UD the verification could 
be done in different ways, but the suggestion is to require a fingerprint scan. When the user has done a successful 
identification to the UD it will send a response to the NFC-r with pre-established user information necessary for the 
system to identify the user. This information is of course relayed to the system for verification, but this step is 
invisible to the user and therefore out of scope for this part of the design. After processing the user identification the 
NFC-r will either provide the UD with a key for the Bluetooth connection or reject the user access. If the user is 
rejected, the reply should contain some information regarding the reason for rejection.  
After receiving the Bluetooth key, the UD will attempt to connect to the BAP with a hello message together with 
the key and the user identification. The key will serve as a token, verifying that the user is eligible to access the 
system, while the user identification will be relayed to the system. After having provided the BAP with the necessary 
information, the UD should have an established connection with the system with the BAP as a relay point. The BAP 
could also reject the connection for various reasons, which is for the system designer to decide, and in that case a 
response with the reason for rejecting the connection should be supplied. 
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a       b 
 
  
Fig 2. (a). A connection establishment to the system from a user point of view, left side; (b) A connection establishment with a user device seen 
from a system point of view, right side. 
The second part of the first design is the connection establishment from a system point of view. The UD is not 
directly visible; since there are communication relays in between, see Figure 2b. The initialization is done when an 
identification request containing the user identification is sent from the NFC-r to the local system server. The system 
will then request user information from the system cloud to gain knowledge if the user is eligible for system access. 
When the local server receives a response from the cloud it will process the given data and send a reply to the NFC-r 
with a boolean value, stating if the user is allowed access or not. It will also cache the user information received 
from the cloud since it is likely that the system will need it soon again when the user establishes a connection via the 
BAP. 
The next part of the connection establishment is when the system receives a connection request from the BAP. 
This means that the user has previously been processed and allowed access, which means that the user information 
should be stored in the cache. The system will use the provided user identification to load the cached data. In case 
the user information cannot be found, a new request for user information will have to be sent to the system cloud. 
When the user information has been processed the local server will spawn a thread that will handle all future 
communication with the specific user. This thread will then calculate necessary data for handling communication 
with the user. The data will then be sent to the BAP and relayed to the UD, which then can start to utilize the system 
services. 
4.5. Information Transaction 
The second main design is information transactions within the system. This design describes how the 
communication between the UD and the system should be carried out and how a normal case of information 
transaction could look like. All communication between the local server and the UD should go through the BAP (or 
the NFC-r in case the Bluetooth spectrum is too crowded).  
As Figure 3 shows, the start of the information transaction is carried out when a connection has been established 
and the local server, where a designated thread is handling all communication with the UD, has compiled a list of 
possible services. This list will then be sent to the UD, which will display it to the user. The user will then choose an 
appropriate service, which will make the UD send a request for that service to the system. The system requires some 
specific user files to process the request. Those files are dependent on what service was requested. In other cases the 
system will not need to request files from the user. The local server will send a request to the UD to access the 
specific user files. The UD will then display this request to the user, who can choose to allow access to deny it. In 
case the user denies access the requested service might not be able to proceed, which will make the system go back 
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to the state where it requests the user to submit a request for a service. In case the user allows access to the requested 
files the service request can proceed. 
 
 
Fig. 3. A description of a general information transaction starting from a service request from a user and finishing with the request completed. 
Together with the response, granting the system access to the requested files, there will be a decryption key and a 
token attached. The local server will send a request to the user’s personal cloud to gain access to the requested files. 
Together with this request the token given by the UD will be attached, telling the personal cloud what files the 
system is allowed to download. When the files are downloaded to the local server it will process them and send a 
request to the system cloud. This request will contain what kind of service the user has requested from the system, 
the user identification, the downloaded encrypted files and the decryption key. The system cloud will, then, have 
access to all necessary data to process the request. After having done the processing the cloud will send a response 
back to the local server with all the data that should be relayed to the UD. The local server will relay the data to the 
UD, which in turn will display the processed query to the user. This marks the end of the described information 
transaction, but other transactions might require more back and forth communication between the user and the 
system before a service request is completed. 
5. Related Work 
Since cyber-physical systems and cloud computing are relatively new areas there are not an abundant of research 
other there that combines these key areas. The usefulness that can come from a combination of these two are 
however getting increased attention as more research papers are presented in recent years.  
The development of smart cars is one of the research areas of cyber-physical that has come a long way. This is 
due to the nature of integrating more and more electronics into cars making them both safer and more enjoyable. The 
fact that the worldwide car industry is worth about 800 billion dollars US a year [19] gives the car manufacturers a 
big incentive to further integrate technologies that makes their cars more desirable than their competitors. For 
example, researchers from Korea has proposed a cyber-physical system for vehicles called VCPS [20] that utilize 
smartphones, cloud computing and smart cars to create a global network that can be used to increase safety and 
reduce travel time. This kind of CPS is very much like the model of this research and therefore it merits the 
likelihood of a system based on a connected world and smartphone usage to work well together. 
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Another key area of interest for this paper is the use of CPS in a healthcare environment to apply the proposed 
communication protocol to a system on a theoretical level. One research paper addressing this area is describing a 
secure healthcare architecture for cyber-physical systems, called CPeSC3 [21]. Here they propose an architecture 
consisting of three cores; a communication and sensing core which handles wireless sensors and their transmission 
of information, a computation and security core which consists of layered security for information and data 
computation in the cloud, and finally a resource management and scheduling core which decides how, where and 
when to compute different segments of data. This architecture is then applied to a healthcare example where a cloud 
service is constructed that links together several remote locations to promote safety and assistance to patients of a 
healthcare clinic. The patient’s home and biometrics are monitored using cameras and biometric sensors on the body 
to indicate the current health of the patient. This information is then transmitted to a cloud service, which then can be 
used for a wide range of services. The healthcare clinic can regularly check the up-to-date medical record of the 
patient and based on this prescribe new medication if some values are out of the normal range. The cloud service can 
also monitor if an elderly patient has fallen down and is in need of assistance and relay this information to both the 
health clinic and relatives to the patient, which then could act appropriately.  
When it comes to communication protocols, a very prominent paper called Formal Methods in Communication 
Protocol Design [22] was released in the 80’s, presenting methods for how a communication protocol can be 
constructed. It suggests that protocols can be divided into layers, where each layer provides a user with a set 
interactions to another user. These users can be anything or anyone using the system, a human getting feedback from 
some input or a computer system requesting status information from some sensors. The layers can be viewed as 
black boxes, meaning that the users are not concerned with the internal structure but rather the input and output. This 
input/output behavior is called the service specification of the protocol. The internal behavior, which is irrelevant to 
the user but required to be specified by the protocol designer, is called the protocol specification. In a distributed 
system there is also a requirement of having entities, which act as the medium between a user and a layer. It is the 
interaction between these entities that defines the actual protocol. 
The authors of the paper then gives a list of descriptions that a protocol should contain; a general purpose of the 
layer and its services, a detailed description of the services for each layer, specifications of services for lower level 
layers that is required for the current layer to work, how entities within layers interact with each other and their 
relations, and finally a description of what protocols the entities use between themselves [22].  
The authors then continues by describing some general rules of protocol design, such as the descriptions of 
services and layers should be easy to understand and that the focus of the design should be on the protocol itself and 
not the services it provides [22]. 
After and during the design of a protocol the authors propose that validation and verification of each object stated 
in the specification is done to ensure satisfaction in terms of design goals [22]. This should be carried out by 
simulations, analytical predictions of performance, and testing possible interactions between entities in each layer as 
well as verifying that the implementation of each entity works according the abstract protocol specification. 
6. Evaluation 
A case study has been carried out to test the protocol. By using proven methods and applying them to the research 
we have done everything possible to assure that the protocol contains reliable information. When doing the case 
study we carefully examined that the system constructed in it was based on the provided guidelines from the 
protocol. By doing so we tried to eliminate the possibility that there was something lacking in the protocol that 
would make it hard to design a system based on it. When doing this examination we fine-tuned the protocol with 
some extra recommendations that we felt were missing, trying to achieve as complete guidelines as possible. Since 
the case study was done on a theoretical level we cannot say that the provided results are conclusive. This means that 
even though we have tried to do everything with close connections to reality, there are still pieces missing before any 
real conclusions from the results can be drawn. 
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7. Conclusions 
This paper presents a communication protocol for cyber-physical systems using wireless technologies, i.e., NFC, 
Bluetooth, and cloud computing to facilitate different tasks, such as check-ins and information exchange between 
parties. The protocol will enable users of the CPS to use its services with ease, hiding the complex underlying 
structure and make interactions as natural as possible. Moreover, guidelines to develop CPS with the communication 
protocol including reliability, quality of service and security, are given.  
For future work there is one key component that has to be investigated, i.e., a real system implementation. By 
utilizing the guidelines from the proposed communication protocol, a more specific protocol has to be designed 
when constructing a system. This protocol should use many of the key features of the proposed protocol and go into 
exact details of how the communication is done within that system. If this protocol can be constructed by not altering 
the key concepts of the protocol proposed here, and also making a successful system implementation of it, we would 
consider our protocol as a success. 
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